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(57) ABSTRACT

In a method, system, and storage medium for obtaining sys-
tem diagnosis, a diagnosis domain is described that includes
anumber of possible diagnoses, the number of possible diag-
noses prioritized based on at least one of a number of confi-
dence levels, a preference function, and a calculation of a
relationship between a number of confirmed system symp-
toms and a number of possible diagnoses. A number of
hypotheses for incipient system symptoms is generated, and a
hypothesis is selected from the generated number of hypoth-
eses. Information is obtained regarding a number of system
observations, and a selection relevant diagnostics for the sys-
tem is obtained.
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1
COMPUTERIZED METHOD AND SYSTEM
FOR AUTOMATED SYSTEM DIAGNOSIS
DETECTION

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention is directed to a method, system, and
anon-transitory, computer-readable data storage medium for
diagnosis detection in a system. More precisely, the method,
system and storage medium ofthe present invention are based
on an interactive diagnosis detection technique.

2. Description of the Prior Art

For industry, there is a continued need for improved prog-
nostics and diagnostic management of systems.

Conventionally, the concept of fault diagnostics has been
understood as the detection of an existing problem or failure
in a system, in order to correct it. Today’s advances are raising
the bar toward machine prognostics, where failure modes and
the remaining life of a system can be predicted, and quick and
exact intervention may be performed to repair the identified
faults. Novel solutions are responsive at least to the need for
efficient operations and reduced maintenance costs.

However, particularly for large-scale systems, diagnostic
and prognosis are employed for predicting and preventing
failures so that expensive equipment does not destroy itself or
need to be discarded. Having more data on the faults found
(diagnostics) and life expectancy (prognostics) can only help.

Therefore, a further need is to reduce the current reliance
on diagnostic sensors, which already exist in many industrial
systems, in favor of intelligent systems that correlate the data
from these sensors and use it to make predictions and render
possible diagnostics.

Improvements in prognosis and diagnostic through the
development of better sensors and more effective algorithms
have provided more lead time to respond to evolving failures.
In addition, improved prognosis and diagnostic brings the
benefits of increased safety and operational efficiency, reduc-
tion in lost operational hours, lower maintenance costs, and
decreased likelihood of secondary damage from failing sys-
tem components, reduced inventory requirements, extended
subcomponent life, and improved product quality. A more
fully developed prognosis and diagnostic capability enables
the better gauge when an impending system failure is accept-
able, and when it isn’t, especially in industrial systems where
some failures may take lives and cost millions. In addition,
better developed prognosis and diagnostic systems will help
judge when redundancy is needed in a system, by determining
which mission-critical systems need backup. Prognosis and
diagnostic systems also help reliably decide when to switch to
aredundant system, if one exists, by providing more accurate
mechanisms for detecting and predicting impending failures.

Therefore a need still exists for an intelligent automated
prognosis and diagnostic methods that may be applicable to a
wide range of industrial systems.

SUMMARY OF THE INVENTION

An object of the present invention is to provide a solution to
the above problems in a method for diagnosis detection as
well as a corresponding system and data storage medium.

In accordance with an aspect of the present invention a
method for diagnosis detection in a system includes describ-
ing a diagnosis domain that includes a number of possible
diagnoses, prioritizing the number of possible diagnoses
based on at least one of a number of confidence levels, a
preference function, and a calculation of a relationship
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between a number of confirmed system symptoms and a
number of possible diagnoses, generating a number of
hypotheses for incipient system symptoms, selecting a
hypothesis from the generated number of hypotheses, obtain-
ing information regarding a number of system observations,
and obtaining a selection of relevant diagnostics for the sys-
tem.

In accordance with another aspect of the present invention
a system has a data bus system, a memory coupled to the data
bus system, the memory containing computer usable program
code, a processing unit coupled to the data bus system. The
processing unit executes the computer usable program code
to describe a diagnosis domain that includes a number of
possible diagnoses, prioritize the number of possible diag-
noses based on at least one of a number of confidence levels,
a preference function, and a calculation of a relationship
between a number of confirmed system symptoms and a
number of possible diagnoses, generate a number of hypoth-
eses for incipient system symptoms, select a hypothesis from
the generated number of hypotheses, obtain information
regarding a number of system observations, and obtain a
selection of relevant diagnostics for the system.

In accordance with a further aspect of the present inven-
tion, a non-transitory computer-readable data storage
medium is encoded with programming instructions for per-
forming diagnosis detection in a system. The programming
instructions, when the storage medium is loaded in a com-
puter, cause the computer to describe a diagnosis domain that
includes a number of possible diagnoses, prioritizing the
number of possible diagnoses based on at least one of a
number of confidence levels, a preference function, and a
calculation of a relationship between a number of confirmed
system symptoms and a number of possible diagnoses, gen-
erate a number of hypotheses for incipient system symptoms,
select a hypothesis from the generated number of hypotheses,
obtain information regarding a number of system observa-
tions, and obtain a selection of relevant diagnostics for the
system.

Compared to other solutions offered in the art, the solution
provided by the present invention allows hypothetically to
identify the most relevant diagnoses. It offers modularity to a
user by employing the system diagnosis method since it com-
prises the steps of hypotheses generation and hypotheses
selection. The input for hypotheses generation and hypoth-
eses selection is based on any preference function. As such, it
provides the advantages related to the stand alone approach
for any selection task.

Therefore the method, apparatus and the computer pro-
gram of the present invention provide advantages related at
least to their ability of formal description of the diagnosis
problems. The system diagnosis detection proposed by the
present invention it is a model driven approach that arrives at
a selection of possible system diagnoses via modeling, versus
extensive programming as it offered by system diagnosis
methods available in the art. It is a scalable system diagnosis
method that permits an iterative process leading to a precise
diagnostic.

Other characteristics and advantages of the present inven-
tion will be apparent in connection with the dependent claims.

In accordance with the present invention, the method of
system diagnosis of the present invention is further charac-
terized by the step of prioritizing the number of possible
diagnosis being an automated step. The step of selecting a
hypothesis from the generated number of hypotheses is based
on priorities of the hypothesis among each other and their
relevance to already classified possible diagnoses. The step of
obtaining information regarding a number of system obser-
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vations takes into account a relevancy of the system observa-
tions. The relevancy of system observations is defined auto-
matically, based on at least one of the generated number of
hypothesis and the selected hypothesis. The basic steps are
repeated for every new system incident.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart of an embodiment of the method for
diagnosis detection in a computer system, in accordance with
the present invention.

FIG. 2 is a block diagram of an embodiment of a data
processing system for implementing the method in accor-
dance with the present invention.

Non-limiting and non-exhaustive embodiments of the
present invention are described with reference to the above
referenced figures, wherein like reference numerals refer to
like parts throughout the various views unless otherwise
specified. The order of description should not be construed as
to imply that these operations are necessarily order-depen-
dent.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

As will be appreciated by those skilled in the art, the
present disclosure may be embodied as a model, method,
system or computer program product. Accordingly, the
present disclosure may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.”

The present disclosure is described below with reference to
flowchart illustrations and/or block diagrams of methods,
apparatus (systems) and computer program products accord-
ing to embodiments of the disclosure. It will be understood
that each block of the flowchart illustrations and/or block
diagrams, and combinations of blocks in the flowchart illus-
trations and/or block diagrams, can be implemented by com-
puter program instructions. These computer program instruc-
tions may be provided to a processor of a general purpose
computer, special purpose computer, or other programmable
data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer
or other programmable data processing apparatus, create
means for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in
a computer-readable medium that can direct a computer or
other programmable data processing apparatus to function in
a particular manner, such that the instructions stored in the
computer-readable medium produce an article of manufac-
ture including instruction means which implement the func-
tion/act specified in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide processes for implementing the
functions/acts specified in the flowchart and/or block diagram
block or blocks.
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In the present invention, “diagnosis” is understood as the
identification of the nature of anything, either by process of
elimination or other analytical methods. Diagnosis is used in
many different disciplines, with slightly different implemen-
tations on the application of logic and experience to deter-
mine the cause and effect relationships. Diagnostic and its
tools are used by the respective professions in medicine,
science, engineering, business. Diagnosis is also used in
many other trades and professions to determine the causes of
symptoms, mitigations for problems, or solutions to issues.

When a technical system encounters a failure, a technician
attempting to remedy the situation receives information
regarding a number of symptoms of the situation. Based on
the number of symptoms received the technician must inter-
pret the situation, in most cases without assistance, and
attempt to remedy the situation.

Additional factors that complicate for the technician the
rendering of a correct diagnostic regarding the encountered
situation are that the definition of the diagnoses is subject to
regular change, and that its own or the observations made
available to him may be heterogeneous, incomplete, or uncer-
tain. In its attempt to interpret the situation, for the technician
the reason for the particular situations is usually unknown and
he may only attempt to find out the reason via for example a
root-cause analysis. Usually a full diagnostic requires a road-
map of the problematic transaction to address the issue and
expedite problem resolution. Especially in environments
employing distributed, interconnected applications, root
cause analysis is difficult. These applications often execute on
heterogeneous systems that reside in different locations and
are owned by different groups. As a result, arriving at the
diagnostics often takes a lot of time and generates supplemen-
tary costs. In addition, until the problem is resolved, the
affected processes may slow down, display incorrect data, or
even shut down completely, in each case adversely effecting
end users.

For the attending technician the rules of situations are
difficult to operate, to process and to analyze, and to correctly
predict the behavior in terms of maintenance, he must take
into account complete information.

Should the system diagnostic be obtained via an automated
diagnostic system, a typical result of any automated diagnos-
tic system is a classification of an observed situation in terms
of diagnoses with a certain level of confidence. In the art, an
example of classification for diagnoses with a certain level of
confidence are certain diagnostic, plausible diagnostic or
hypothetical diagnostic.

In terms of the system diagnostic generated by the system,
there are two possibilities: it is either that such a classification
of an observed situation is sufficient, such as an explanation
that consists of the set of possible diagnoses, where some
diagnoses are more probable than others, or such a classifi-
cation requires further refinement regarding the set of pos-
sible diagnoses, by acquiring additional relevant information
about the situation with the scope of prioritizing some pos-
sible diagnoses and drop others. This may be achieved for
example via an interaction with a technician, who is given the
reasons for uncertain results of diagnosis and who is
requested additional relevant information for further detail-
ing of diagnosis results. Alternatively, it may be achieved via
an interaction with a knowledge base that may provide the
additional relevant information for further detailing of diag-
nosis results.

Therefore, in order to solve the problem of making avail-
able an intelligent automated prognosis and diagnostic
method that may be applicable to a wide range of industrial
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systems, the present invention proposes the employment,
among others, of a method like the one illustrated in FIG. 1.

A technician receives a classification of the observed situ-
ation, where each more or less relevant diagnosis result
appears as a problem isolation, and is marked with a confi-
dence level. As the result, in order to provide a precise result
to the diagnosis analysis, the technician should be in posses-
sion of information at least about: classified diagnoses with
some confidence, that are classified either as a numerical
value, percentage or some fuzzy label, the symptoms that
were the reason for the detection of possible problems, a
description of the symptoms which were not confirmed, and
additionally a preference function may be assigned to the
available set of all symptoms and diagnoses, which identifies
rules for priorities of diagnoses and symptoms among each
other.

Referring now to FIG. 1, the figure illustrates a flow chart
of the method 100 for diagnosis detection in a system, in
accordance with the present invention.

Method 100 consists at least of step 102 of describing a
diagnosis domain comprising a number of possible diag-
noses. Said description of the diagnosis domain may be
exemplarily executed via a logic based ontology model which
is describing the diagnosis domain and the input from the
classification for possible diagnosis. The logic based ontol-
ogy model may employ a logic-based formal diagnosis detec-
tion method, the formal diagnosis detection method being
built by providing a number of ontologies interrelated via a
number of logical statements, the number of ontologies rep-
resenting system observables and expert knowledge regard-
ing the system, and coordinating the expert knowledge
regarding the system with the system observables to describe
a system diagnostic domain.

Method 100 also comprises a step 104 of prioritizing the
number of possible diagnoses from the diagnostic domain
based on at least one of a number of confidence levels, a
preference function, and a calculation of a relationship
between a number of confirmed system symptoms and a
number of possible diagnoses.

For example, the concept of diagnosis confirmed is a sub-
class of the concept diagnosis for a certain input. Subclasses
of'the concept diagnosis confirmed may be for example “very
confident” or “some level of confidence”. They may be
named as such due to the existing confidence mark of their
particular input. The concept of diagnosis_not_confirmed is
as well a subclass of the concept diagnosis for the same input,
where some diagnoses are of the very low confidence level or
refer to problems not yet isolated. Each of the sub-classes
may in turn include a diagnosis such as diagnosis 1, diagnosis
2, diagnosis 3, diagnosis 4, and diagnosis 5. The diagnoses 1
to 5 may be part of the diagnosis domain and be a possible
diagnosis.

Diagnosis 1 to 5 may be part of the diagnosis domain for an
observed system situation that is classified. The system situ-
ation may be described via symptoms, which may be classi-
fied via the concept symptoms. The concept of symptoms
confirmed is a subclass of the concept symptom. For the
concept of symptoms confirmed, there are further subclasses
for all existing symptoms. Once a system symptom is con-
firmed, its instance appears as subclass of the respective con-
cept. Symptoms may as well be unconfirmed, and may be a
subclass of the concept symptom and may be used as a rep-
resentation as parent class of the symptoms not yet detected.
If all the diagnoses for the system are certain diagnoses then
the method of the present invention advances to displaying for
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the user all the tentative diagnoses. I[f not all the diagnoses are
certain, then the method advances to determining other pos-
sible diagnosis.

The prioritization of already calculated diagnoses may
occur automatically. The prioritization may be based on a
predefined preference function. The preference function may
be employed to calculate the order of possible diagnoses
and/or the additional parameters. The prioritization may be
based on a predefined confidence level regarding possible
diagnoses. The confidence level may be a calculated value,
based on the relative number of observed symptoms among
all symptoms, which define a diagnosis description. The con-
fidence level may be a calculated value, based on the relative
number of diagnoses, which were identified as possible due to
this symptom, or it may be a relative value of the observed
features of the system.

For the automated prioritization of the classified possible
diagnoses a priority aggregation function may also be
defined. The priority aggregation function employs for
example a preference function and additional parameters.

For example a high priority diagnosis may be calculated
the logical statement of “very confident or diagnosis and has
relative estimate >0.5”. A low priority diagnosis may be cal-
culated via the logical statement of “the diagnosis and not
high priority”. In the above “has relative estimate” is dynami-
cally calculated in run time, depending on the number of
confirmed symptoms in relation to the definition of the diag-
nosis.

In a step 106 the method generates a number of hypotheses
for incipient system symptoms. The reasoning leading to the
number of hypothesis generation for incipient system symp-
toms may employ an abduction logical algorithm. The abduc-
tion is a reasoning method which infers a set of possible
causes from rules and results. In general abduction consists of
computing hypotheses about possible explanations for the
particular observations, leading therefore to possible diag-
noses. Given a knowledge base T and a number of observa-
tions, such as appeared symptoms and computed diagnoses,
the abduction includes computing hypotheses based on the
information from the knowledge base and the observables.
Thehypotheses are hypothetical logical statements, are hypo-
thetical and for the purposes of the method of the present
invention, they do not need to prove to be correct with respect
to future observations.

Therefore, the abduction for the generation of a number of
hypothesis for incipient system symptoms may be defined a
triple logical statement, (Hypotheses, Observations, contents
of T), where Hypotheses is a finite set of hypothesized symp-
toms, {symptoms}\Observed Situation, where Observed-
Situation is a logical statement indicative if the observed
symptoms, where Observations is the set of observed symp-
toms and their interpretations, classified possible diagnoses
that are assumed to be true, and T is a knowledge base which
relates the Diagnoses to the Observations.

In step 108 the diagnosis method 100 supports automated
hypothesis selection, based on their priorities among each
other and their relevance to the already classified possible
diagnoses.

The hypothesis selection is an iterative procedure per-
formed on the sets of diagnoses, hypothetical symptoms, and
the preference function and additional priority parameters.
The selection is aimed at interactively reducing their number
to what is to be considered possible. For example “relevant”
among still incipient symptoms, and their associated features,
are selected by the algorithm. The user of the diagnostic
system is prompted to test one or several features, and enters
the observations to the system. The new information is used to



US 9,274,868 B2

7

drop diagnoses which are inconsistent with the new informa-
tion. In the art, abduction theories are known to produce an
exponential number of hypotheses. For these theories, the
support selection task is undecidable. Herewith the method of
the present invention allows a decidable and fast selection
algorithm by restricting hypothesis generation and applying a
relevance measure for the selection procedure and thus
obtaining a finite input for the hypotheses obtained.

In step 110, in accordance with the present invention,
obtaining information regarding a number of system obser-
vations, for the automated hypothesis selection of relevant
hypothetical symptoms, a priority aggregation concept has to
be defined, using a preference function and additional param-
eters. One possible selection procedure is calculating the
relevance measure for symptoms taking into account addi-
tional parameters previously defined.

Therefore, a relevance measure may be stated as equal to
P2(81)xP3(S1)xI(S1),
where:

P2 is a calculated value, based on the relative number of
diagnoses, which were identified as possible due to this symp-
tom;

P3 is a relative value of the observed features for this particu-
lar symptom; and

1(S1) is a measure of the interestingness of the symptom, that
is defined as

I(SH)=Zj(P1(Dj)x|(Dj\ObservedSituation)N.Si|)

where:

P1 is a calculated value, based on the relative number of the
observed symptoms among all symptoms, which define a
diagnosis description;

I(Dj\ObservedSituation)NSil represents whether Si belongs
to the definition of the respective diagnosis, and takes the
values of 1 if true and O if false, and

2j is asum of all preference values of the respective diagnoses
to which the symptom actually belongs.

From all of the above, in step 112 of the present invention,
a selection of relevant diagnostics for the system are obtained,
which can be presented to a view in displayed form in step
114.

The present invention may also take the form of a system
comprising at least a data bus (202) system, a memory (208)
coupled to the data bus system, wherein the memory includes
computer usable program code, a processing unit (204)
coupled to the data bus system. The processing unit executes
the computer usable program code to describe a diagnosis
domain that includes a number of possible diagnoses, priori-
tize the number of possible diagnoses based on at least one of
a number of confidence levels, a preference function, and a
calculation of a relationship between a number of confirmed
system symptoms and a number of possible diagnoses, gen-
erate a number of hypotheses for incipient system symptoms,
select a hypothesis from the generated number of hypotheses,
obtain information regarding a number of system observa-
tions, and obtain a selection of relevant diagnostics for the
system.

Furthermore, the present disclosure may take the form of a
computer program product embodied in any tangible medium
of expression having computer-usable program code embod-
ied in the medium.

Any combination of one or more computer usable or com-
puter readable medium(s) may be utilized. The computer-
usable or computer-readable medium may be, for example
but not limited to, an electronic, magnetic, optical, electro-
magnetic, infrared, or semiconductor system, apparatus,
device, or propagation medium. More specific examples (a
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non-exhaustive list) of the computer-readable medium would
include the following: an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a ran-
dom access memory (RAM), a read-only memory (ROM), an
erasable programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a transmis-
sion medium such as those supporting the Internet or an
intranet, or a magnetic storage device. Note that the com-
puter-usable or computer-readable medium could even be
paper or another suitable medium upon which the program is
printed, as the program can be electronically captured, via, for
instance, optical scanning of the paper or other medium, then
compiled, interpreted, or otherwise processed in a suitable
manner, if necessary, and then stored in a computer memory.
In the context of this document, a computer-usable or com-
puter-readable medium may be any medium that can contain,
store, communicate, propagate, or transport the program for
use by or in connection with the instruction execution system,
apparatus, or device. The computer-usable medium may
include a propagated data signal with the computer-usable
program code embodied therewith, either in baseband or as
part of a carrier wave. The computer usable program code
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc.

Computer program code for carrying out operations of the
present disclosure may be written in any combination of one
or more programming languages, including an object ori-
ented programming language such as Java, Smalltalk, C++ or
the like and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The program code may execute
entirely on the user’s computer, partly on the user’s computer,
as a stand-alone software package, partly on the user’s com-
puter and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN) or
a wide area network (WAN), or the connection may be made
to an external computer (for example, through the Internet
using an Internet Service Provider).

A computer program product in accordance with the
present invention in the form of a non-transitory, computer-
readable data storage medium encoded with programming
instructions for diagnosis detection in a system. When the
storage medium is loaded into a computer, the programming
instructions cause the computer to describe a diagnosis
domain that includes a number of possible diagnoses, priori-
tize the number of possible diagnoses based on at least one of
a number of confidence levels, a preference function, and a
calculation of a relationship between a number of confirmed
system symptoms and a number of possible diagnoses, gen-
erate a number of hypotheses for incipient system symptoms,
select a hypothesis from the generated number of hypotheses,
obtain information regarding a number of system observa-
tions, and obtain a selection relevant diagnostics for the sys-
tem.

A computer program product that executes the method of
diagnosis detection in a system of the present invention
resides in an embedded hardware module in the studied
devices. Alternatively, the computer program product may
reside on a microcontroller, in a pre-compiled form to be used
at the diagnostic/intervention site. Alternatively, the com-
puter program product may reside on a central computer,
which may host all expert knowledge or be a combination of
embedded at the site, and a central server.
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Referring now to FIG. 2, FIG. 2 represents an embodiment
of'a data processing system 200 in which an embodiment of a
system diagnosis detection application may be implemented.
The data processing system of FIG. 2 may be located and/or
otherwise operate at any node of a computer network, which
may exemplarily comprise clients, servers, etc. In the
embodiment illustrated in FI1G. 2, the data processing system
200 includes a communications network 202, which provides
communications between processor unit 204, memory 206,
persistent storage 208, communications unit 210, input/out-
put (I/0) unit 212, and display 214.

Processor unit 204 serves to execute instructions for soft-
ware that may be loaded into memory 206. Processor unit 204
may be a set of one or more processors or may be a multi-
processor core, depending on the particular implementation.
Further, processor unit 204 may be implemented using one or
more heterogeneous processor systems in which a main pro-
cessor is present with secondary processors on a single chip.
As another illustrative example, processor unit 204 may be a
symmetric multi-processor system containing multiple pro-
cessors of the same type.

In some embodiments, memory 206 may be a random
access memory or any other suitable volatile or non-volatile
storage device. Persistent storage 208 may take various forms
depending on the particular implementation. For example,
persistent storage 208 may contain one or more components
or devices. Persistent storage 208 may be a hard drive, a flash
memory, a rewritable optical disk, a rewritable magnetic tape,
or some combination of the above. The medium used by
persistent storage 208 also may be removable such as, but not
limited to, a removable hard drive.

Communications unit 210 provides for communications
with other data processing systems or devices. In these
examples, communications unit 210 is a network interface
card. Modems, cable modem and Ethernet cards are justa few
of'the currently available types of network interface adapters.
Communications unit 210 may provide communications
through the use of either or both physical and wireless com-
munications links.

Input/output unit 212 enables input and output of data with
other devices that may be connected to data processing sys-
tem 200. In some embodiments, input/output unit 212 may
provide a connection for user input through a keyboard and
mouse. Further, input/output unit 212 may send output to a
printer. Display 214 provides a mechanism to display infor-
mation to a user.

Instructions for the operating system and applications or
programs are located on persistent storage 208. These instruc-
tions may be loaded into memory 206 for execution by pro-
cessor unit 204. The processes of the different embodiments
may be performed by processor unit 204 using computer
implemented instructions, which may be located in a
memory, such as memory 206. These instructions are referred
to as program code, computer usable program code, or com-
puter readable program code that may be read and executed
by a processor in processor unit 204. The program code in the
different embodiments may be embodied on different physi-
cal or tangible computer readable medium, such as memory
206 or persistent storage 208.

Program code 216 is located in a functional form on com-
puter readable medium 218 that is selectively removable and
may be loaded onto or transferred to data processing system
200 for execution by processor unit 204. Program code 216
and computer readable medium 218 form computer program
product 220 in these examples. In one example, computer
readable medium 218 may be in a tangible form, such as, for
example, an optical or magnetic disc that is inserted or placed
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into a drive or other device that is part of persistent storage
208 for transfer onto a storage device, such as a hard drive that
is part of persistent storage 208. In a tangible form, computer
readable medium 218 also may take the form of a persistent
storage, such as a hard drive, a thumb drive, or a flash memory
that is connected to data processing system 200. The tangible
form of computer readable medium 218 is also referred to as
computer recordable storage medium. In some instances,
computer readable medium 218 may not be removable.

Alternatively, program code 216 may be transferred to data
processing system 200 from computer readable medium 218
through a communications link to communications unit 210
and/or through a connection to input/output unit 212. The
communications link and/or the connection may be physical
or wireless in the illustrative examples. The computer read-
able medium also may take the form of non-tangible medium,
such as communications links or wireless transmissions con-
taining the program code.

The different components illustrated for data processing
system 200 are not meant to provide architectural limitations
to the manner in which different embodiments may be imple-
mented. The different illustrative embodiments may be
implemented in a data processing system including compo-
nents in addition to or in place of those illustrated for data
processing system 200. Other components shown in FIG. 2
can be varied from the illustrative examples shown. For
example, a storage device in data processing system 200 is
any hardware apparatus that may store data. Memory 206,
persistent storage 208, and computer readable medium 218
are examples of storage devices in a tangible form.

Accordingly, the disclosed embodiments present a model,
method and computer program product for detecting system
diagnostic. The terminology used herein is for the purpose of
describing particular embodiments only and is not intended to
be limiting of the disclosure. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises™ and/
or “comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
The corresponding structures, materials, acts, and equivalents
of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present disclosure has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the disclosure in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the disclosure. The embodiment was chosen and
described in order to best explain the principles of the disclo-
sure and the practical application, and to enable others of
ordinary skill in the art to understand the disclosure for vari-
ous embodiments with various modifications as are suited to
the particular use contemplated.

In addition, the flowchart and block diagrams in the Fig-
ures illustrate the architecture, functionality, and operation of
possible implementations of systems, methods and computer
program products according to various embodiments of the
present disclosure. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
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instructions for implementing the specified logical
function(s). It should also be noted that, in some alternative
implementations, the functions noted in the block may occur
out of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts, or combinations
of special purpose hardware and computer instructions.
Although modifications and changes may be suggested by
those skilled in the art, it is the intention of the inventors to
embody within the patent warranted heron all changes and
modifications as reasonably and properly come within the
scope of their contribution to the art.
We claim as our invention:
1. A method for identifying a diagnosis of a system incident
in a computerized system upon occurrence of said system
incident, said system incident producing incipient symptoms
in said computerized system before said system incident
results in a failure of said computerized system, said method
comprising:
providing a processor with an electronic description of said
incipient symptoms and, in said processor, defining a
diagnosis domain from said incipient symptoms, said
diagnosis domain comprising a plurality of possible
diagnoses of said system incident;
in said processor, automatically generating, for each pos-
sible diagnosis in said diagnosis domain, a confidence
level that numerically expresses a probability that the
respective possible diagnosis is a correct diagnosis of
said incipient symptoms;
providing said processor with a first electronic input that
describes a predetermined preference function for mak-
ing a selection of the possible diagnoses in said diagno-
sis domain based on their respective confidence levels;

providing said processor with a second electronic input
that describes confirmed symptoms of said computer-
ized system;

in said processor, automatically prioritizing said possible

diagnoses in said diagnosis domain according to a pre-
determined combination of said confidence levels, said
preference function, and said confirmed symptoms;

in said processor, applying an abduction algorithm to said

incipient symptoms and a selected subset of the priori-
tized possible diagnoses that are higher in said prioriti-
zation, to obtain, for each possible diagnosis in said
subset, a corresponding hypothesis for said system inci-
dent;

providing said processor with a third electronic input that

describes observed system observations regarding
operation of said computerized system;

in said processor, applying said system observations to the

respective hypotheses corresponding to the possible
diagnoses in said subset, to select at least one of said
hypotheses as an explanation for said system incident;
and

at a display monitor in communication with said processor,

displaying, as a diagnosis of said system incident, a
description of the possible diagnosis that corresponds to
said at least one selected hypothesis.

2. A diagnostic system for a computerized system in which
a system incident occurs having incipient symptoms associ-
ated therewith, said diagnostic system being configured to
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identify a diagnosis for said system incident from said incipi-
ent systems before said system incident results in a failure of
said computerized system, said diagnosis system comprising:

a processor provided with an electronic description of said

incipient symptoms, said processor being configured to
define a diagnosis domain from said incipient symp-
toms, said diagnosis domain comprising a plurality of
possible diagnoses of said system incident;

said processor being configured to automatically generate,

for each possible diagnosis in said diagnosis domain, a
confidence level that numerically expresses a probabil-
ity that the respective possible diagnosis is a correct
diagnosis of said incipient symptoms;

said processor being provided with a first electronic input

that describes a predetermined preference function for
making a selection of the possible diagnoses in said
diagnosis domain based on their respective confidence
levels;

said processor being provided with a second electronic

input that describes confirmed symptoms of said com-
puterized system;

said processor being configured to automatically prioritize

said possible diagnoses in said diagnosis domain
according to a predetermined combination of said con-
fidence levels, said preference function, and said con-
firmed symptoms;

said processor being configured to apply an abduction

algorithm to said incipient symptoms and a selected
subset of the prioritized possible diagnoses that are
higher in said prioritization, to obtain, for each possible
diagnosis in said subset, a corresponding hypothesis for
said system incident;

said processor being provided with a third electronic input

that describes observed system observations regarding
operation of said computerized system;

said processor being configured to apply said system

observations to the respective hypotheses corresponding
to the possible diagnoses in said subset, to select at least
one of said hypotheses as an explanation for said system
incident; and

a display monitor in communication with said processor,

said processor being configured to display, as a diagno-
sis of said system incident, a description at said display
monitor of the possible diagnosis that corresponds to
said at least one selected hypothesis.

3. A non-transitory, computer-readable data storage
medium encoded with programming instructions, said data
storage medium being loaded into a processor of a diagnostic
system that is in communication with a computerized system,
said computerized system having a system incident that
occurs therein that has incipient symptoms associated there-
with, and said programming instructions configuring said
diagnostic system to identify a diagnosis for said system
incident before said system incident results in a failure of said
computerized system, by causing said processor to:

receive an electronic description of said incipient symp-

toms and, in said processor, defining a diagnosis domain
from said incipient symptoms, said diagnosis domain
comprising a plurality of possible diagnoses of said sys-
tem incident;

generate, for each possible diagnosis in said diagnosis

domain, a confidence level that numerically expresses a
probability that the respective possible diagnosis is a
correct diagnosis of said incipient symptoms;

receive a first electronic input that describes a predeter-

mined preference function for making a selection of the
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possible diagnoses in said diagnosis domain based on
their respective confidence levels;

receive a second electronic input that describes confirmed
symptoms of said computerized system;

prioritize said possible diagnoses in said diagnosis domain
according to a predetermined combination of said con-
fidence levels, said preference function, and said con-
firmed symptoms;

apply an abduction algorithm to said incipient symptoms
and a selected subset of the prioritized possible diag-
noses that are higher in said prioritization, to obtain, for
each possible diagnosis in said subset, a corresponding
hypothesis for said system incident;

receive a third electronic input that describes observed
system observations regarding operation of said com-
puterized system;

apply said system observations to the respective hypoth-
eses corresponding to the possible diagnoses in said
subset, to select at least one of said hypotheses as an
explanation for said system incident; and

at a display monitor in communication with said processor,
displaying, as a diagnosis of said system incident, a
description of the possible diagnosis that corresponds to
said at least one selected hypothesis.
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